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~
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COMMUNICATION OPTIONS, INC.

ANNUAL CPNI COMPLIANCE CERTIFICATION

At 47 C.F.R.§64.2009(e)

J, Stephen K Vogelmeier.Ptesidenf.of Communication Options,lnc. ("Compa-ny"), do
hereby declareunaer penalty ofperjury and jnaccordance with4? e.F.R. § 64.2009(e)
that for the year2Ofl7, ba~ed upon personal review, the Company has established
operating procedures. tha:fare aqequafe to ensure that the Company is in compliance
with the FCe Rules as set forth at 47 G.ER Part 64, Stlbpart U. Attached to this
certification ofcompJIance 'js'anaccompanying statetneritthatexplains hewihe
Company's operating proceduresensute that the Company js ill compl.iancawith the
applicable rules~ I declareuhder penalty of perjury that the' foregoing, as wall as the
enclosed Accompanying Stafementsaoq Summary of Custo at Complaints tate true
and corractto thernastafmyknoWledgeandf:>elief.

Date



ACCOMPANYING STATEMENT OF COMMUNICATION OPTIONS, INC.

REGARDING· ANY ACTIONS TAKEN AGAINST DATA BROKERS DURING 2007

Under current Communicatioll Options, Inc. ("Company") operating procedures in
regard tothe protection ofCPNI, Company personnel are forbidden to divulse CPNI to
any unauthorized persoll. Reql./ests from any person or entityforCPNf where th<ilt
person or entity is not the· customer of record for that p<ilrf:icul<ilr account ate denied.
CompanyprooedtJres consistent with aU federaJand state rules regarding customer
initiated contacts; whether over the telephone or on-line orjhPe~~m. ~reill place.
Those operating p[Q¢ecfu'resensure that CPNlisnofshared withda.talJroker's,

Based oninf<>rmation proVided by those Compally depfjrf:ment heads who manage
employees who have acceSS to CPNfand who are responsible fottespondingto
customer imitiafetltequestsfot OPNI. the current Companyoperatingpro¢eqUres
rEilgardillg the prQfeclionofCPNI .and·the safe~uards that areir) pl~.~jflfbe tll../siness
officeto pt$v~nttliejJnallthorized relea.se of CPNI to data brokers are ,$uffjQient and
adequate and en$utefhaf no unauthorized release of CPf\Jl tOdaf;il Pi'9I<ei'$ oocurred
dl.fring20Q7.

l3aseclon rnY'l'eviewof th-e>()orflpany Slal¢mehfofPoliOY.and the GornpanyQperCitfn9
<3uidelines wn i~h hi;tveb,~~n.pt()vided lqafl applicapleernployeeswifh aC.C$S$ toCPNI,
asweU aSfl1yre'\1ie\¥oftQe, Cdrtlpahyoper:atingproceduresl especially ttjc;i,$.erelated to
customer initia:te,d ~nJavts, whether in perso'n,ovetthe phoneor·(jtHi.h~. tQ'tne best of
my khowl$dg~an.<:Ip~Jjef, the Companydurin~r 2007tool<an'f'l~¢~$:~~ryatti(';)tls to
prevent the unauthotized rarea'se otCPNltQdat~lb,.oker's;

kjzS,'N
Stepfren . \togelmeier

P~~id~rit



COMMUNICATION OPTIONS, INC.

SUMMARY OF CUSTOMER COMPLAINTS

REGARDING UNAUTHORIZED RELEASE OF CPNI DURING 2007

To the best of my knowledge and belief, Communication Options, Inc. had no
unauthorized reJeasesof eRNI during ;Z007.

Respectfully Submitteci,

President



ACCOMPANYING STATEMENT OF COMMUNICATION OPTIONS, INC.

REGARDING COMPLIANCE WITH CPNf·RESULATIONS FOR 2007

AT 47 C.F.R.§ 64.2009

In order to comply with the FCC rules set forth at 47 C.F.R Part 64, Subpart U,
Communication Options, Inc. ("Companyt") has created a Company PoliCy document
which fully acknowledges the Company's comrrlitment to protecting Customer
Proprietary Network Information ("CPNI") and which informs itsemplO¥ees and any
agents acting 00 the Company'sbehaJfthatthey ate requited to follow the specific CPNI
Operating (3uideUlJes which accompany the CompanyCPNI Policy Statement. (See
attached.) Th~ Company CPNI Operating C3uidelines set fanhtha :specificGampany
policies andopefafihgguidelines that aff~to be lJs~d f,)yaJlemployees in regard to the
perltiifteduse; disclosufeand prate'Ctioll of CPNL(~e the attached summary of
Company gUidelines,) The 9LJidelineswerecteveioped and aremainla/ned so as to beio
compliance with 47G.F.R Parf64, $ubpaitU. AcoPY'oftl'fe COl11panY'$CPNI Policy
Statement and the GPNI Operating·Guidelines weteeabhsenf to aU management
employees. Ti:'a'ihlh9 sessions were held toed{jcafethQs8 employees wJthac¢essto
and WnoadrnitJisfer CPNlon· behalf or ·the Cdf11pa'I1Y including aU applicable I'toll,..
mfln~gemel1t employees,

Inadditiptl,fh.eOompanyalsoprovieJes a co.py 6f f/j}~d.Qcumentenfitlecl"Sebrecyof
Communica!isoslCoftl1dentlafity' tif Cll$tqm$r~()mrnurircations" to ~~chempJ()yee

annuCiillyand requires wriften~o.nfi@ati.QnfrC)me'lleJY· employee'tOaf tneyhF\vereadarkf
undr;ir§tandtheCompa:nYPon~y~:~tf(irth intbe·Gf.deumentClnd·tf1aitthe.yhavt?te<::~h/ed a
personafcopy, ('See 'attached;) These writfenconfirmafiQffs afe'~eP,f ott 'fiie in the
'ComJiYanyisf-Jurnatl R$sp,y(ces, Department. Also a c()p.yof the>do¢umentis p'rQVided to
all newemplpyees and written ··ackl"loWJeqgent~nt isregUJt~dat fhebeginliin9 of
eil;lpl.c>¥ment.

Based 9'0 rrw p~t:sQnal review or the Company <JP£?,fC':ltin9 procedures relate<:l to the
profeefi<>J'l or O~N.I, to the'oest .of mYKl1owl~dgeal1dbelieT, the Company has
~sfabIishedQfi>:efatfng procedures tnat'elte ad~qlJatetoensur'trcomplian¢eWith the FCC
Rtile:sa.s$etf(nth<at4TO.F.:m:,.P~rt .$4t$~bpaftI), regardl~thepf(Jtecti6n.ofPPNI

Re$(J:~ctfl;}'fV.·$t.itJmitted,



COMMUNICATION OPTIONS, INC.

STATEMENT OF COMPANY POLICY

When referred to in the guidelines set forth belowl"Company': "we", or "us" refers to and
Includes all employees, associates, and agents of Communication Options, Inc.

Communication Options, Inb. ("'Company") has a duty to protect the confidential
Customer Proprietary Network Information ("CPNI")of our customers, other
tel,(:~communicatioiis carriers, andeqtiipment manufacturers. Therefore, all employees
and agents ofth¢ Comp<:lnysh<::dtfollowtheJoflowingguidelines:

CPNI ·is any information that r~atesto the·quantltYJ technical· configuratipn, type,
destinafioO,andamount of u$e 6fat~lecol11municationsservice subscribed t<l by any
oustomerof ateIecommunicationscarrier;andlhafis ma:g~ aVaih:lPlelo the;carrierby ­
the customer $ol.ely by Virtue QffOe.carrier..,custt>rner relationShip. CPNI also includes
informatit>ncontained in thebillsperlalhing to the tef~phone~xQha:nge service or
telephone tollAiiervibe received bya customerofa:carrier,

.. Proprietary ihfqrmafj¢jl'l·ofoUr:cO$fomer, other 'telecOl'l1tntJni.¢e.\fiQil carriers, and
eqQiphiehtrpanUfaPturefsisprotecfeLfbyF'ederal jaW.

-eRNI Wllien fhg Q0h1pany obtains frorhanofher carti~r f(}f the purpose Of
providll1fr ·aPElrtrcular telecornrnunicatfc)fls setyfee niaY be used only for the
ptoV:iSiqfl gT that service,ahd may-not be used foranyotherwise:lllJ"~lated

'in~rt<~t effo(t$,

.'hdi:Vjdti~IIyilientifjabJeQPNI that-we ()ofqin by providin.1\1afelecornmunications
servic,¢f1l1.a~be. used;disclosedi> or j'ele.a$edon1tL in toe; circurnsfanbesasset
fotfllitrthe Cornf)antsCPNI()pel'~tjrigeQiqeli.nes~

Asu~ryi$()tml.l~ta(jbQ'fi:z~the>relea$.eQfan:yePNIby sale.spersonnel.

theCompanytakess~t'iQU$ly theprq.tectionof our .e(j~tpijJ~~' lJPHI, and In
accordal1Cewitb 47QF~64.20J9 win he. subJect todiSQipJitlaly .reviewfor
violation oftlj~ tJQJj(;.i~$ s~tfortbabQve.P.lease :confacflollr supervisor if you
have at'!y·q,u,~tif>-n~ Qf~qQir~·'addjtiQnalinf()rmation.



Communication Options, Inc. (Company) adheres to the following
guidelines:

General Company Policies

The Company uses, discloses, or permits access to CPNI to protect the rights or
property of the carrier,. or to protect users of thOSe services and other carriers from
fraudulent abusive, or unlawful use of, or subscription to, such services.

The COn'lp~hyshares eRNr only among the cartiet'saffiUatedentities that provide a
service offering to thecust0rller.ExC8:pt as noted hereinjthe Company does notshare
CPNI with its affiliates from which its customer·doe$l1ott'ake,service.

Tfue Company does not use, disclose, otpermit aCCess to CpNlto rtJarkettoa customer
seryicebfferings fhatafewithinacategoryofservicefq lJVnlb,h the subscriber does not
alreadysubscribefroi'rll/JeC'Qrnpany, unless the Company has customer approval to do
$o,.excepfin·accordance wUn eXceptions described beloW that are consistent With 47
CFR§ 64.?aO$(~). orSection 222 does not apply tothe $eOOC$offered. .

CompanyPoJicie$R~.g~r.din:g the Noti~~ Requited for Use Of Cus,tomer
PtO,pf:r~tlI"Y tI~twQrk,lnformatfon.·

priQrtoany..son~itati()n°·farClJ~~timetf;lpprovtll,t,heegQJP,~n¥ prQyides notification to· the
cqsloW*,f (jfth~ GlJs:iqrne-ts rightstb resfticruse' of,~j~,qJ~$tire(!)f.anctaccess to that.
cl;Isterner'sDPNL .

rheOt;>tt!pqri.¥tn$Y $~~k.~lt~tl'i,~tiv~ly ·either ljopt~jnu:or%>pt:'04fK~~pr0valconsistehf·wjth
'appJipapleFCCrequjrenJ~nt~·inorder to obtainaUlhqTizafionlo use its Cl1stOITlC)r's
ihqj¥jdua'IYiqettt1ft~~le .. ti:PNI .for the .purpose .ofrn~tJ<$timf1¢bt:rn;nunicatiQns..related
servjcestolhaf.o4~~Pf'l1~f~ 171;l~,Cornpany, subject t()QPt..oti~',~t?t~\laJ :Cjr opf'"inapproval,
rnay discfoseits cust~rtlerl$.itldiVit:luaUYi(j,entifiable·.GPNI, f¢r Ihepurpose of·marketing
comml:fnipatiQns~refat$t,fs~jc-es tothatcustotner, to It~$g:~[lt~;,.ltaffjfiates. thatprovide
communicatlons4'elat~·~$rviCe$;·andits joint venffJrelOartn$f$:aQd .inqepenqent
Cdli~raQt0rs. TneCompany ~rso.perrnits such p,ers.Ql1$,<'!f ~l'ltit~,stoobtainaCce$s to
Sl1Gh .. cPNJ.Jqr. slJ~h PlJ{~.¢s~$ .. Any.such disGloS~Fet~.~ta:C@essproVjdeqt9 joint
¥:t'lturce ,pat'tnersand,.intl~~nfJ$ffit. ~0nt$ctorsj$u~~qlertaken incompli'~ncewith .Joinf·
VemlJre/Gontr~¢tor $af~tlar~s$etfc)'(thin Commls$i¢ritYI~$, .. .

J~~C~pl~fQr use. and dlscfosureof CPNI that IS fletitl!~tf W~houtc¢ustomerapproval,
un~er47 CFJR §§4:4QQ"~, .~r is, .. otherwise pel11'lftted~l1~et ~~ctipn422 Of the
(i0rtlrnUhicatrons Act of 1Q~~.a$~men(Jed, theGQ.m~al!l¥ldses.diSclbs'es,orpermits
';a~$ to its,custoJner~tit'JdiVjduaUyjdehtifiableCPNr§u~j~qtte'QPt...jn approved only.



Company Policies Regarding Safeguards for Use of CusfomerProprietary
Network Information.

Marketing

The Company maintains a record,eleclronically or in some other manner, of fts own
and, as may exist, its affiliates' sales andmarketing campaigns that use its customers'
CPN!. The Comp.any maintains a record of alf instances where ePNI was disclosed or
provided to third parties, or where third parties Were allowedaccess to CPNf. The
record inclUdes a descrip.tion of each campaign, the specificCPNI that was used in the
campaign, ahdwnat produqts and serviceswere offered asa partofthecampaign. The
CQrnpanyretainsthe recotdfor a minimurn of oneyear.

;Customer S~l'Vlce

All Company Service Representatives are trained.and have an understanding of when
they are and are not,authorizedt0 use'CPNl. All Company employees are required to
foll(jw 'C(iJrnpanyguideline's r$gardihg the' QQrifidentiedityof CPNI, and the Gompanyhas
adi$cipUhar-y pto,c$$$ inplace. '

qatti~rA:qce$S BfJling$ysiern{CABS)

:Cf.1NI records ~temair1t~jh~qjnarl electronic 'format If) th$,QartierAccess Silling
;~$f~m, witf1r~cte,Q~aoceS$,A¢~$tQ, yPNlj~ firnit$c1 to ,CASS persorlriefWho need
fheil1ff;lffllatipnto petform theirf()'b.~PNf infonn~ti(),ri $t~r£:1,Qin,theCarriet Acces$
SfllingBysfemi$ protecteqQythte~J~¥efS',of'password,prQteqtior:t

the;Q~rnp~nY~~$ £:1. s.upervis.ory review process teg,~rdingits compliance with
aPJ:lnf;~f;)leRGC Tulesfor ~ut1}qiJl1e!matf\{3ting"$JtuatiQf1Isandm~intai.nsrec()rqs ,ofifs.
c()m~li~fjtref9r~1,iTljnimwnpe1'iQdofone ,year, TheCornp~n¥ wilr.praVidewriften nd~i¢e

Wjthillffvebusin-essd~Y$ t(:)'fhe FCG<jlfany instance where tft~':hppt..641lmecharlj$ms do
h'pfWork prdpf¥f{¥:, t~lsudb a de9reeth~tbC>l'1$U,tners' Ih<::1bilityto opt-ouLismore:than an
anomaly." .' ,

Cij$fQtbgtlH'iti~fed tel~phQ"~~Q,Qt~¢f

OarriefSarJdlntercanl'lept$d ""QIP ~~Qij~~rs .• inclu.din9the e0mp~fl¥, ~repr0hibiteqfrorn
telE:l~$ih~~PNli:ijafldetail'informa~9n'(~\UGHas,fne date,.the called nut1lljer,the ten~tli
of the ¢a,r.et¢~} l1a~(7;d OIl a.customer..jn'itjatedtel~ph()ft$ qt:>~ct unless one of the·
foJIQwingcritetia ;ap.@I~: (t1~he'Gtt~ti:?riJe.tpr(:)V:idesa pre"'establi$hec.fpa$sVl/orcl to the
compa'oy QUsf<>1¥tetservi,c6: re~re.$ei1tativg; (2) the Company eusfomersehiice
rep're.$ent~tive,~n~rthecustc,uT1er'.Q~ckabthetelephone tlumi'>~t~frt36Qrd in order to



disclose any requested specific call detail record information; or (3) the Company
customer service representative mails the requested call detail information to the
customer's address of record. However, if we choose to use passwords, the
passwords must not be publicly available persona' history information (such as a
social security number or a mother's maiden name).

On-line Account Access

On~line account access to aU GPNI (not just calldetaif information} must be password
protected. The Company already utilizes password protection on all on-line accQunt
access,

Retail Location AccountAccess

CustbmersrequeSting CPNI at a retailloCCitiC>h Where they walk jntt> abusihess office
tnustpfoducea v~lkf photo idenlificatit>n matching the customer of record halne 011 the
customer acCount.

N<:>flceRequiiIemenls....,·Account Chatlg~s

The COmpaO¥lnUsthclVe procedures Inp!ace to immediately notify a .customer .of
.cnange$to th$cl)stomer!$acoount;incl~q.intlWhemever a password, . customer
responseto·a't~at~i~r~esigtlate.d back-UP ..~eansofauthentication (i,e'.. ~hare(,t~,ecref),
onJineClcCount;of ,aefdtess:ofrecordjsCre~ted 9r-Qllang~d, .

Notice Req(jiT~~r1l$ -8r~achofCPN·1

ffan empro~~~f}~c:omE1!s~W(;1reofanysu$pe¢teqpre(\lchQfOPNI pr()fectIons,he or-she
isinstroeteo to'imm~t.iiat~lyn(jtjfy toe hea<:lof~~egulatory Affairs f()r the .cQrJ1paI1Y who
Willth~nberfa$t?-on.siblejincon$u1tationwithlegar ()ounsel, for determining ifwe Have
experienced ."~ ijt~i;t¢han(j then notifying law enfqfcer'r'l,ertt whlchin(.)lud~s theS.ecret
service an'dflle:Wetler2d lilute,a.u oflhvestlgafiQo. .

R.ecf.jrd ()rl3t~aoh~ (\l'loNotificati0n

WefllsQJsf~~paI:e.Q~rdQfaU discovered n<~tifj~ti()l't$·(jfJaW enforoement We also have
procedures inplayetorlC}fify:I;1lW enforcemenfpufsuanfto FOqrulesahg Pxc>cedures..



COMMUNICATION OPTIONS, INC.

SECRECYOF COMMUNICATIONS/CONFIDENTIALITY OF CUSTOMER COMMUNICATIONS

Therespcmsibility of the Company and its employees is to maintain the secrecy and confidentiality of customer
communications because the public has placed its trust in· the int~grity of the Gortlpany and its employees. This secrecy
and confidentiality is a requirement of Company rules, pursuant to Section 222 of theComniunications Act of 1934 as
amendedandahyapplicable federal laws.

Definitions

• Customer Communications - A customer voice ord<:ita communication, made in whole or in part by wire, cahle,
microw.ave, or other means for the transmission by a telephone company ofcdmmunicationsbetweenthe pointof
origlnanqthepointof reception by atelephClne company.

• Customer Information -Informationregardinsacustomerof COl orinfomlationregarding the setvicesior
eql.liptnentordered and us.edbythat customer. The term inqf4des thecustornet:s name,addressaM telephone
'number, occupation, infcxmation concerning toll calls, col!ectcalls and third party billed calls, local rnessageqetall
info!'ma~iClnandinformation conceming services otdere(j orsubscribedJd by a customer.
Tijetermalso inclUdes bills; statements, credit history, toll· reoorqswhetherQo paper, microfiche, dr
eleqtomagneticmedia; computer records; intetexchange carrier$e'~cfion;seNiceproblems and annoyance call
h:~cord$.

Secrecy ofCommtmlcations includes, but are'not limited to·thefollowing:

• 00 NOT famperwith or infrudeuponany fypeoftransmiss;ohorcommllhi9atiOrls beitvoice, nomvoice~ data,
e~.exceptasrequired topro\tideservice,

.OPN<:>fJistentd, monitofOr·recQr~):lr"ly¢onYersafipn !,>etween ,(}usfomers';.arry transmissionordClta orany·othei'
f}9n--vpice,communicatiorl or diVtiIgethEi/t existence,·eXceptasreqlllredirrtbeproper'management·offhE!.
f;jU$lOeS$. . ,

..Qt')NP'T Use, Personally or for theoehefifejfotljers, infotmafJpnfrQmal'lY communication.

.."'Q'!I'!IQjp~ltn~anYQne·totamperWlththeb()rnrtllJnicafi()nfclcllities.qfthe.company orto have un~uthQ,rized
~¢¢~S;st(),tb~Cqm~ny premises;· .

,. bO·NDTdl$elose·anycllstomer·infQl)'l1ationexcept·a:s're-quite:dto·ptoViqeservice..

Qnlytl"1q~eemPloyees.with.a·legltjmateheed·to u$e.cu$tom~:infiJrmationinth'e~<etfdtri'ian~QftheirWQrk<.(jqtle s.al'tri'
~c~v*e of'ttJe"oature,dfthelr duties heecl'toe}.(prrlineSllCh ·<:l~ta in. Qtderto'accomplisij'tQeJegitima't~an(j (§)Nfulq¢tivitie$
l1,e¢eS$arilyijnl~l(je!'lf tdthe renditiorlofserVica t>yth~b9mp"lnYlshallhaveacdesst9QU~19fTlerc~mfi(jenfj~i.infQr:rnroion.

Ifa,law,enf(:jt¢ernentbl"ganizatjc)n, ,anotheraotnotio/0rahy.•othe,tpetSQn.asksfpr<lnfQrl1natil:;lnthatshoufd..bekept./Jfivaf$
ejtherliyJ<:l~'()r~¥eqmpany regl;llafionsi referthe reCJt1estto: '

<X:1rrlmunrcati6h OptioPs, Ino. QireetQrofQUsfomerCateahdlo(Oire,¢t9l'6f~egulato.ry Affairs.

Arl¢:fuprO:¥eewj~h qvestioos coocstnifl9 theif(':l¢Cesstg,or release of, Custdn1er'Comm\.ioieafioos. snQuld9o!1sylt their
sUP~rvi$Qi\ ..

·"Bymy;sj9natlife~DddatebeIQWi·1 aGknoWI,ed~ethatl haVe re~dandlJllq~~f9gdtl1~., aQ(J.Y~Secrecy,ofCOmrnOl1ret:lt(qtlS
Poli~yanO')th:Eill mavereCelved mypeI'$QnaLc(jJ;1yoHhis PQIicy. I further. unqel'$ta,n(j tl1atfailUre to follow the pra¢fiCe may
·festlIt·in;djsqjflHm~ty'~6tkm,.inCI4dlng terl1}il'la'tioIlofemploymenti·ifap/)tQprtia.:te.9n~,.phril orcnminal action provj~edfpt ..lll
tlteJawfor~clt~iQlations."· ' .

.·Manager'sSignatlire

Date


	page 1
	page 2
	page 3
	page 4
	page 5
	page 6
	page 7
	page 8
	page 9
	page 10

